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Introduction 
 

The internet and new technologies are amazing things which provide opportunities for learning, entertainment 

and socialising.  Without question, new technology has brought many benefits to us all; but unfortunately it has 

also brought many issues amongst young people. This guide outlines some of the issues which exist using new 

technology and some suggestions on what you can do to support your child in safe use of the internet.  

 

This guide outlines some of the uses of technology and how you can overcome some issues. It is important to 

note that, the internet and new technologies are wonderful tools, if they are used safely and responsibly.  

 

Common Issues 
 

The most common issues amongst young people tends to be around misuse or cyber bullying 

using technology. This is where students use technology to threaten, abuse or bully other 

people; intentionally or subconsciously.  This can involve: 

 

 Sending / receiving abusive or threatening text messages, e-mails or phone calls. 
 

 Setting up a website about someone. 
 

 Using an image or video of someone in an embarrassing or threatening situation using it 
against them by posting it online. 

 

 Abusive or threatening conversations using Social Networks or gaming systems.  
 

     
SAFE MEETING ACCEPTING RELIABLE TELL 

Stay safe, do not give 
out personal 

information or reveal 
things about yourself 

online. 

Meeting people from 
the internet can be 

dangerous. Speak to 
your parents BEFORE. 
Remember, they are 

still strangers! 

Be careful who you 
accept as friends or 

what files, emails etc 
you open. This can 

lead to trouble! 

People can lie, 
information might be 
not be true. Do not 
trust everything you 

see online! 

Issues? Tell your 
parent or a trusted 

adult if something is 
worrying you. 

Kidsmart.org.uk 
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The Dangers 

 

ONLINE GROOMING 

This is where a minority of people make use of the internet with the intention to build a 

relationship with a young person to further persuade them into sexual activity.  Grooming can 

involve using a wide range of technologies such as Social Networks, chat rooms, and gaming 

systems. 

 

CYBERBULLYING  

A new way in which people bully each other using technology. It provides an anonymous or 

public way of bullying someone psychologically. This can include abusive or threatening text 

messages, e-mails or conversations via instant messaging or social networks.  People may also 

be the target of offensive websites or victim of misuse of mobile phone technology (e.g. video 

recording) to hurt, humiliate, embarrass or depress a person. This form of bullying can deeply 

impact upon a child’s psychological well-being.   

 

VIRUSES / PHISHING / SPYWARE 

 

Viruses are programs which spread from computer to computer, with the intent of causing 

harm, annoyance or disruption in some way. They are often downloaded inadvertently through 

‘free’ software or through accidental clicking on pop-up sites.  

 

Phishing are scams where people pretend to be a legitimate company or person to obtain 

information from you. This is quite common through e-mail where someone pretends to be a 

bank (for example), asking you to confirm your password. 

 

Spyware is software which sits on your computer and records what you are doing or tracks your 

personal information. Again, this often spreads behind free software that is downloaded from 

the Internet. 

 

INAPPROPRIATE CONTENT 

The internet is uncontrolled and to a large extent, un-regulated, meaning anyone can put 

anything online.  The internet can contain pornographic, violent, abusive or illegal content 

which can be accessed freely; often accidentally in search results.  
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Mobile Phones 

Mobile phones are great tools which can do a lot more than communicate these 

days. Unfortunately this also means a phone can be used as an abusive tool to 

commit cyber bullying issues towards others. This can be intentional or 

subconsciously.  

 

 

What can you do? 

 If you receive something abusive, keep the evidence (text, call log, picture, e-mail etc).  

 Report any issues to your Mobile Phone Network. 

 Report Abuse online (see below). 

 Some mobile phones have the facility to block certain numbers.   

 

  

What can phones do…? 

Send / Receive Text Messages 

or E-Mail 

Record and Edit Video & 

Photos. 

Record Audio & Playback Music 

Access the Internet 

Download Additional Apps 

Bluetooth: send and receive 

information 

MOBILE PHONE DANGERS 

Send/Receive Abusive text messages 

Make / Receive Prank phone calls. 

Editing photos of people and sending 

them to other people. 

Videoing someone in an embarrassing 

or threatening situation. 

Send / Receive music illegally. 

Mass e-mail people, commenting 

upon someone. 
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Social Networks  

A social network is simply a website, where people can communicate and 

socialise with each other online 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

What can you do? 

 Check the privacy settings of your child’s profile, making sure only friends can see their information. 

 Check what your child has posted online, what needs to be on there? 

 Report any photographs or content which have been posted without consent.  

 Check your child’s friend list. Do they know everyone on it?  

 Keep passwords secret. 

Post personal/private information about yourself 

Post photos, videos and events online. 

Search for friends globally. 

Contact each other via e-mail 

Contact each other by writing on another user’s wall (a virtual wall that 

people can write on which is publically visible). 

Play games online – on their own or together 

Chat to each other online via text, voice and video. 

Join fan groups or pages (e.g. a movie star fan club). 

SOCIAL NETWORK DANGERS 

Too much personal information posted online. 

Other people post inappropriate photos of people. 

People become friends with people they do not know or people can 

pretend to be someone else. 

Grooming or abusive messages. 

Abusive conversations directed at someone which is publically visible. 
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Gaming 

Online multiplayer gaming is growing in popularity as young people play 

games online more and more. When they play games online, students 

can effectively communicate with anyone, anywhere who can pretend 

to be somebody else. 

 

What can you do? 

 Check the certificate / rating of the game – many multiplayer games are 15 or 18 rated 

meaning they can contain severe violence. 

 Ensure your child does not become friends with someone they have met in 

the gaming community. 

Issues Using Technology 
 

There are lots of things you can do, should your child be a victim of technology: 

 

1. KEEP THE EVIDENCE – print out the conversation, website, e-mail etc. The internet 

changes all the time, so it is important to have a copy of what has happened. 

 

2. REPORT IT – We can help, but if something is serious, such as an abuse issue, it needs to 

be reported to the police or www.ceop.police.uk/ceop-report. A lot of issues can be 

resolved with a conversation between everyone involved, so think carefully before 

reporting.  

 

3. MONITOR – The best way is always prevention. Ensure you keep your computer in a 

communal area of your home, check your child’s use of the internet and technology. 

 

4. INTERNET FILTERING – Most computers come with parental control facilities. It may be 

worth activating these to add protective measures to your computer. 

 

5. ESTABLISH RULES – Ensure your child knows simple responsibility rules of using the 

internet. If they use it safely and properly, they will know how to deal with situations, 

should they ever arise.  The top tips below may be useful… 
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Children’s Top Tips 

1. Only send to and read email from people who you know. 

 

2. Do not open emails with attachments from people you 

do not know. 

 

3. Never give out personal information online, such as your 

address, phone number etc. 

 

4. Never arrange to meet someone from the internet. 

 

5. Use mobile phones and social networks responsibly – only post things which I would be 

happy for other people to post about me. 

 

6. If I am a victim of cyber bullying, report it to an adult immediately (parent, tutor, 

teacher or your year manager).  

 

7. Keeping any evidence (e.g. text messages, chat history, social network comments etc). Do 

not delete them. 

 

Reporting an Issue 

Issues can be reported electronically in two ways. 

Reporting A Major Issue A School Related Issue 

  
Report to CEOP. The above button is on the 
school website and also on ceop.police.uk.  
Issues reported here will go straight to the 

Police to be dealt with. 

If there are any issues using school ICT 
systems, students can press the above button 

on the school learning environment 
(ConyersNet). The issues will be reported to 

the school e-safety representitives to be dealt 
with. 

 

UK Council Advice on Internet Safety 

Further information from the UK Council on Internet Safety can be found on our school 

website. 


